
All Sectra customers live following recent ransomware attack

International medical imaging IT and cybersecurity company Sectra reports that all customers in the UK are again operational with
Sectra’s IT solutions. No customers outside the UK were affected by the recent ransomware attack. 

“I am proud to say that the close partnership we have with all our customers in combination with clear crisis management processes has made
this an efficient, although tough journey. We have worked around the clock, also over the weekend, to get systems back up at record times. As a
medical IT company with its roots in cybersecurity, we have a big advantage in situations like these,” says Jane Rendall, Managing Director,
Sectra Ltd.

Over the weekend of May 12-14, several healthcare organizations in the UK were affected by a ransomware attack. The ransomware delivery
campaign spread through a combination of a phishing attack and by exploiting a vulnerability in Microsoft windows operating systems.

The ransomware had a major impact in the UK. Sectra is one of the four big imaging IT providers in this area, with more than 50 customers
including some of the biggest UK trusts. In addition, more than 400 institutions across the UK are connected to Sectra’s service for transferring
images between healthcare providers, patients or medico-legal staff, Sectra Image Exchange Portal (IEP).

Sectra was in contact with all customers on Friday May 12 and had, as many other vendors, several systems infected. Sectra's monitoring
service provided an overview of the status of most systems and effort could be directed where it was needed the most. Sectra has since Friday,
in close co-operation with the healthcare providers themselves, worked to ensure that its customers can begin to operate their systems again.
Where needed, infected systems have been rebuilt. The Image Exchange Portal servers are patched with all available security updates at the
time of release and were therefore not affected. Sectra will continue to work to support all customers to ensure the security of their systems,
following this attack and going forward into the future.

when we need assistance,” says  Dr. J. Marrannes, Head of the Radiology Department at AZ Delta.
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